T-KOM
POCATOM

KniouyeBble ocobeHHOCTU

PacwmpeHHble hpyHKUUK ynpaBneHus

OyHKUMM  ynpaBrieHns  BkaYaloT  SNMP,
ynpaBneHne Ha ocHoBe Web-uHtepderica u
nHTepderic komaHgHou cTpoku (CLI) uepes
Telnet n SSH.

Mopnepxka IPv6

KommyTaTop siBNSieTcs MOMHOCTHI0 COBMECTMMbIM
C ceTAMM Ha Gase npoTtokona IPv6. Moooepxka
¢yHKumMoHana IPv6  cnocobcTByeT  nerkom
WHTEerpaumn obopynoBaHUA B CETU CliefyoLLero
MOKOJIEHMS.

XapakTepucTtuku

UHTepdeiicobl
e 16 noptoB 10/100/1000Base-T
e 4 xombo-nopta 100/1000Base-T/SFP

®DyHKUMKM 6e3onacHoCTH

e Cnuncku ynpasnexus goctynom (ACL)
e Port Security

e [lpepnoTBpalleHure aTak ARP Spoofing
e |P-MAC-Port Binding (IMPB)

Yno6Hoe ynpaBneHue

e Web-uHTepdeiic

o UHTepdelic komaHgHom cTpokm (CLI)
e SNMP

PaclumpeHHbIit Habop pyHKLMI

e Auto Surveillance VLAN

e Auto Voice VLAN

e Loopback Detection

e [lnarHocTuka Kabens

e ABTomaTuyeckoe onpegenervie MDI/MDIX
o CTaTmyeckas MapLpyTu3aumns

e [lopaepxka Heckonbknx Bepcuin MO

e [lopnepxXka HECKONTbKNX BEPCUI KOHbUIypaL it

TrK-121-16/4-M

HactpanBaembint L2 kKommyTaTop ¢

16 noptamm 10/100/1000Base-T u

4 kom60-noptamu 100/1000Base-T/SFP

HacTpavBaembiit kommyTaTop TrK-121-16/4-M, ocHauweHHbI 16
noptamu 10/100/1000Base-T n 4 kombo-nopTtamu 100/1000Base-
T/SFP, nopnepXuBaeT pacliMpeHHble GYHKLMM yIpaBleHus wu
6e3onacHocTy, obecrneymBas BbICOKYD MPOU3BOAUTENIbHOCTL W
MacwTabupoBaHne cetn. DYHKUMKU yrpaBneHus Bkao4vatoT SNMP,
ynpasneHue Ha ocHoBe Web-uHTepderica n nHTepdernc KomaHgHom
ctpokn (CLI). TFK-121-16/4-M noppepxunBaet Auto Voice VLAN,
obecneymBas MakKCMManbHbI  MPUOPUTET AN «FOJIOCOBOro»
Tpadwvka. [JaHHbIA KOMMYTATOp OCHAWeEH MacCMBHOM CUCTEMON
oxJlaXAeHus, KoTopaa obecrneymBaeT OGecwymHytlo paboTy u
No3BOJIAET NPOAJNTb CPOK SKCMJIyaTaLMmM YyCTPOUCTBA.

DYHKLUM YPOBHA 2

KommyTaTtop TrK-121-16/4-M nopLepXvBaeT MOJSHbIN Habop ¢yHKUMA ypoBHA 2,
Bktoyas IGMP Snooping, Port Mirroring, Spanning Tree Protocol (STP) u Link
Aggregation Control Protocol (LACP). ®yHkumus ynpaBneHus notokom IEEE 802.3x
no3BonisieT ONTUMM3NPOBATb HAarpy3Ky Ha KOMMYTaTOp A/s MOBbILEHUS HaLeXHOCTU
nepenayn aaHHbix. MoaaepxuBas CckopoCTb HA Kaxaom 13 noptos go 2000 M6ut/c B
pexume nosHoro aynnekca, KOMMyTaTOp obecneymsaeT BbICOKYIO
NPOV3BOANTENIbHOCTb, HEOOXOAMMYIO ANS MOAK/YEeHMA paboyunx mecT. KommyTaTop
nopaepxueaeT GyHKUMIO AMarHocTuku kabensa u dyHkumio Loopback Detection.
OyHkums  Loopback Detection wucnonb3yetcs p[ns  onpefeneHuss netenb U
aBTOMATUYECKOro OTKJIIOYEHUSI MOPTa, Ha KOTOPOM oOHapyxeHa netns. OyHKuMs
[OMarHoCTUKM kabens npepHasHayeHa ANa onpefenieHus COCTOAHUS BUTOW Mapbl, a
TaKXe TuMna HemcnpaBHOCTU Kabens.

Auto Surveillance VLAN u Auto Voice VLAN

KommyTaTtop TrK-121-16/4-M noppepxusaeT Auto Surveillance VLAN (ASV) n Auto
Voice VLAN, 4yTo penaeT ero uaeanbHbIM peLIEHWEM [NS PasBepTbiBaHUA CUCTEM
BuAeoHabnogeHus n IP-tenedoHnmn. laHHbIM GYHKLMOHAN NO3BONSET aBTOMATUYECKN
pacrno3HaBaTb B o0buwen cetm obopynoBaHue Ans BuaeoHabnwogeHus m VolP-
obopyaoBaHve U BbiaenaTb ero B oTaenbHble VLAN, BHYTPY KaXAon M3 KOTOPbIX ANs
BuaeoTpaduka vnm ronocoBoro Tpaduka OyaeT Ha3HayeH HaMBbLICLLINIA MpUoOpUTET
obcnyxunsaHus. Mopgaepxka Auto Surveillance VLAN un Auto Voice VLAN obecneuvBaeT
cTabunbHyto paboTy BuAaeo- u VoIP-nNpunoxeHuin, KavyecTBEHHYK nepedady W
MaKCMManbHyl  3alMTy MynbTUMeaMa Tpaduka BHE 3aBMCMMOCTM OT oOLien
3arpy>KeHHOCTU ceTu.
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CeTeBas 6e3onacHOCTb

AyTeHTUdMKaumMa Ha ocHoBe nopTta 802.1X no3BoffeT WUCMNONb30BaTb
BHewHu cepep RADIUS pns aBTopmsauumu nonb3oBaTenen. Momumo
3Toro, @yHKUMSA CnuckoB ynpaBneHus poctynom (ACL) yeenuumsaet

besonacHoCcTb  ceTu, OTPUNLTPOBbIBaA  TpaduK, UCXOOAWMA  OT
HEeCaHKUMOHUPOBaHHbIX ~ MAC/IP-apgpecoB.  TrK-121-16/4-M  Takxe
nopaepxuBaeT  QyHKUMiO npepoTBpaweHus atak  ARP  Spoofing,

3almuaolyo CeTb OT aTakK, KOTOpPble MOryT npuBectTM K U3MEHEHUIo

HactpauBaembiii L2 kommyTaTop ¢ 16 noptammn 10/100/1000
Base-T n 4 kom6o-noptamu 100/1000Base-T/SFP

Ypo6Hoe ynpaBneHue
KommyTaTtop TrK-121-16/4-M noppepxwvBaeT ynpaeneHve 4vepe3 Web-
NHTepdenc, MHTepderc komaHgHom ctpokm (CLI) u SNMP.

DKOHOMUSA SNEKTPO3HepPrum

KommyTtatop TrK-121-16/4-M cooTBeTcTBYyeT cTaHgapTy I|EEE 802.3az
Energy-Efficient Ethernet u noTpebnseT meHblie 3neKTPO3Hepruu npwu
Hebonblwom obbeme Tpaduka.

Tpaduka unu ero 3afepxke M3-3a OTMNPABKM 30YMbILNEHHUKOM JT0XHbIX
ARP-coobweHnin. C uenbto npegoTBpalieHns aTtak ARP  Spoofing
KOMMYTaTOp MCMOJb3yeT CMUCKM YNpaBfieHUs JOCTYNoM Ansi 6110KMPOBKHM
MakeToB, COAEPXALLMX NTOXKHble ARP-coobLlieHns. g noBbilleHUs YPOBHS
6e3onacHocT  ucnonb3yetcs  ¢yHkums  DHCP  Server  Screening,
3anpeLuaroLlas 4ocTyn HeasTopmsoBaHHbIM DHCP-cepBepam.

TexHu4yeckue XapaKTepUCTUKH
 AnnapatHoe obecnevehve

Mpoueccop o RTL8382M (500 M)

« RTL8218B

« RTL8214FC
OnepaTtuBHas NamaTb . 128 Mb
Flash-namaTb « 32 Mb
NHTepdeico . 16 noptoe 10/100/1000Base-T

« 4 kombo-nopta 100/1000Base-T/SFP
MHankaTopbl « Power

« Link/Activity/Speed (Ha nopT)
KHonkun « KHonka Reset

CeTeBble Kabenu

UTP kaTeropun 5, 5e (makc. 100 m)

Pazbem nuTaHus

Pazbem ons nogkntoyYeHnsa nuTaHna (I'IepeMeHHbIVI TOK)

OyHKLUMOHanN
CTaHzapTbl ¥ yHKLMK . |EEE 802.3 10Base-T (MegHas BMTas napa)

IEEE 802.3u 100Base-TX (megHas BuTas napa)

IEEE 802.3ab 1000Base-T (MefHasa BUTas napa)

IEEE 802.3z 1000Base-X

IEEE 802.3az Energy Efficient Ethernet

ABTOMaTMYeCKOE COrMacoBaHMe CKOPOCTU U pexuma gyrnnekca
YnpasneHne notokom |[EEE 802.3x

ABToMaTM4yeckoe onpeaeneHvie MDI/MDIX Ha Bcex mefHbIX NopTax

LlynnekcHbIN pexmm « Mony-/nonHbii gynnekc ans ckopoct 10/100 M6uT/c
« MonHbii gynnekc gns ckopoctv 1000 M6uTt/c

MNpounssoguTenbHOCTb

KommyTaumoHHas o 40T6ut/c

MaTpuLa

MeTon KoMMyTauum « Store-and-forward

Pa3smep Tabnuubl MAC- « 8K 3anucen

afpecoB

Cratnyeckme MAC-agpeca | « 256 3anucen

Makc. ckopocTb « 29,8 Mpps
nepeHanpasneHus

64-6aNTHbIX NaKeToB

Bydbep naketos « 512 kb
Jumbo-dpernm . 10000 6ant
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HactpauBaembiii L2 kommyTaTop ¢ 16 noptammn 10/100/1000
Base-T n 4 kom6o-noptamu 100/1000Base-T/SFP

MNporpammHoe obecnevyeHue

DYHKLUNW YPOBHSA 2

« Cratnyeckne MAC-agpeca: 256 3anucen
« IGMP Snooping
- IGMP v1/v2
- IGMP v3 awareness
- Moppepxka 256 rpynn
- MNoppepxka A0 64 cTaTUYECKMX MHOTOAAPECHbIX TPy
- IGMP Ha VLAN
- Mopnepxka IGMP Snooping Querier
Loopback Detection
» 802.3ad Link Aggregation:
- Makc. 8 rpynn Ha ycTpoicTBO/8 MOpPTOB Ha rpynny
. LLDP
« LLDP-MED
« Jumbo-¢penmsbi: go 10 000 6ant
Spanning Tree Protocol

YnpasneHve NoTOKOM

- 802.3x

- MpepoTBpalLeHne 6nokmposok HOL
3epKanvpoBaHune NopToB

- One-to-One

- Many-to-One

- MNopaepxKa 3epKannpoBaHus Ans Bxoasiiero/
ncxoasiero/Tpaduka B 060Mx HanpasBneHUsxX
DuUNbTPaLMA MHOrOaIPECHbIX PACcChbINIOK

- NepeHanpaBneHve Bcex He3aperncTpUpPoBaHHbIX Fpymmn
- dunbTpaLms Bcex He3aperncTpMpoBaHHbIX Fpynmn
HacTpavBaembiii nHTepdenc MDI/MDIX

MLD Snooping

- MLD v1

- MLD v2 awareness

- 802.1D STP - Moppaepxka 256 rpynn
- 802.1w RSTP
- 802.1s MSTP

VLAN . 802.1Q Auto Voice VLAN

Mpynnbl VLAN:

- Makc. 256 ctatnyeckux VLAN-rpynn
« [OnanasoH VID: 1-4094

o Asymmetric VLAN

- Makc. konn4yecTBo 3a4aBaeMbix nonb3osatenem OUIL: 10
- Makc. konun4yectso OUI no ymonyaHuto: 8
Auto Surveillance VLAN

KayecTBo 06CnyxunBaHus

(QoS)

. 802.1p
« 8 ouepepeit Ha nopT
« MexaHun3mbl 06paboTku oyepepei:
- Strict
- Weighted Round Pobin (WRR)
« YnpaBneHue Nosiocol NponyckaHms
- Ha ocHoge nopTa (Bxoasiiee/ucxogsiee):
3HayeHuWe 13 AmanasoHa 16-1024000 K6uT/c

QoS Ha ocHosBe:

- Ouepeperi npuoputeToB 802.1p
- DSCP

- ToS

- IP Precedence

- Knacca tpadwika IPv6

- Homepa TCP/UDP-nopTa
- MAC-agpeca

- Ether type

- IP-agpeca

- Tna npoTtokona

DyHKLMM YPOBHSA 3

o |IP-nHTEpdeElic
- Noppaepxka 4 nHTepdelico
IPv6 Neighbor Discovery (ND)

CraTuyeckas MapLupyTm3aums
- Moppepxka 124 ctatnyecknx mapwpyTos IPv4
- Moppepxka 50 ctatnyecknx mapLupyTos IPv6

Cnuncku ynpasneHus
poctynom (ACL)

« Makc. konuyecTBo cnuckos goctyna: 50
« Makc. konnyecTso npasun ans IPv4, MAC u IPv6: 768
« Kaxpaoe npaBunsiio MoXeT ObiTb MPUBA3aHO K OAHOMY MOPTY
o ACL Ha ocHOBe:
- Ouepepeli npuoputetos 802.1p
- VLAN

- MAC-agpeca

- Ether type

- IP-appeca

- DSCP

- Tna npoTtokona

- Homepa TCP/UDP-nopTa
- Knacca IPv6-Tpadwka

be3onacHocTb

« 3almTa OT WMpPOKOBeLaTeNbHOro/MHOroagpecHoro/
0fiHOaAPeCHOro WTOPMa

« DHCP Server Screening

Mpuesska IP-MAC-Port (MHTennekTyanbHaa npuesska)

- MHcnektuposaHme ARP-nakeToB

- MHcnektuposaHne ARP-nakeTos + IP-nakeTos

- Nopaepxka DHCP Snooping

« YnpaeneHue pgoctynom 802.1X Ha OCHOBE NOPTOB

« [MpepoTBpalyeHne atak DoS

MpepoTepatieHune atak ARP Spoofing

- Makc. konu4yecTBo 3anucen: 127
CermeHTauus Tpaduka

SSH v2

SSL

TLSv1.0

Port Security

- Noppepxka po 64 MAC-agpecoB Ha nopT
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HactpauBaembiii L2 kommyTaTop ¢ 16 noptammn 10/100/1000
Base-T n 4 kom6o-noptamu 100/1000Base-T/SFP

YnpouweHHbi CLI

Telnet-cepeep

TFTP-knuneHT

Hactpoiika MDI/MDIX

SNMP

- Moppepxka v1l/v2c/v3

SNMP Trap

PesepBHoe KonupoBaHue/06HOBNEHNE MPOrPAMMHOMO
obecneyeHus

MacTep yctaHoBkM Smart Wizard
CkauvBaHue/3arpyska KoHbUrypaLumoHHoro daina

AAA o AyTeHTudukauma 802.1X: « RADIUS-cepBep c nogaepxkon npotokona IPv6

- Mopaepxka nokanbHow 6a3bl/RADIUS-cepBepa « Moppepxka ayTeHTUbUKaumm MD5

- MNoppepxKa ynpaBneHns 4OCTYNOM Ha OCHOBE MopToB

- Mopnepxka EAP, OTP, TLS, TTLS, PEAP
OAM « [lnarHocTuka kabens » BoccTaHoBneHWe 3aBOACKNX HACTPOEK MO YMOMHaHUIO
YnpasneHune « Web-uHTepdeic o CUCTeMHBbIN XypHan

- Makc. konmyecTBO 3anucei B xypHane: 500
BootP/DHCP-knuneHT

SNTP

ICMPv6

IPv4/v6 Dual Stack

ABTOMaTM4Yeckas HacTporika DHCP
HacTpoiika BpemeHu

- SNTP

RMONV1

Trusted Host

Mopnaepxka Heckonbkux Bepcui MO
Mopaepxka HECKONbKNX BEPCUN KOHDUIYpaLuii

CraHgapTbl MIB/RFC

RFC783, 1350 TFTP

RFC791 IP

RFC768 UDP

RFC793 TCP

RFC792 ICMPv4

RFC2463, 4443 ICMPv6

RFC826 ARP

RFC951, 1542, 2131 BootP/DHCP Client
RFC1212 Concise MIB Definitions

RFC1213 MIB I

RFC1215 MIB Traps Convention

RFC1350 TFTP

RFC1493 Bridge MIB

RFC1769 SNTP

RFC1157, 2570, 2573, 2575, 2576 SNMP MIB
RFC2571, 2572, 2574 SNMP MIB

RFC1442, 1901, 1902, 1903, 1904, 1905, 1906, 1907,
1908, 2578, 3418 SNMPv2 MIB

RFC271, 1757, 2819 RMON MIB

RFC2021 RMONv2 MIB

RFC1398, 1643, 1650, 2358, 2665 Ether-like MIB
RFC1321, 2284, 2865, 2716, 3580 Extensible
Authentication Protocol (EAP)

RFC2674 802.1p MIB

RFC2461, 4861 Neighbor Discovery for IPv6
RFC2462, RFC4862 IPv6 Stateless Address Auto-
configuration (SLAAC)

RFC2464 IPv6 over Ethernet and definition
RFC4291 IPv6 Addressing Architecture
RFC2893, 4213 IPv4/IPv6 dual stack function
RFC2233 Interface Group MIB

RFC2138, 2139, 2618, 2865 RADIUS Authentication Client
MIB

RFC2246 SSL

RFC2475, 2598 CoS

RFC3164, 3195 System Log

RFC3411, 3412, 3413, 3414, 3415, 3416, 3417 SNMPv3
RFC4022 MIB for TCP

RFC4113 MIB for UDP

RFC2389 MIB for Diffserv.

RFC2620 RADIUS Accounting Client MIB

Private MIB

DDP MIB

LLDP-MED MIB

Pazmepsl (4 x LU x B)

280 x 180 x 44 mm

dusnyeckune napameTpbl

Bec

1,75 kr

Ycnosus Kcnnyataunm

MutaHne « 100-240 B nepemeHHoro Toka, 50/60 L, BHyTPEHHWI YHUBEPCANIbHbIA UCTOYHUK MUTaHKSA
Makc. notpebnsemas . 13,08 BT

MOLLHOCTb

MNoTpebnsemas mowHocTb B | « 100 B: 5,47 BT

pexvmMe oXnaaHus « 2408B: 5,56 BT

TennoBblgeneHne « 13,07 Bt

MTBF (4acbl) . 1087 100




TrK-121-16/4-M

Py T-KOM HactpauBaembiii L2 kommyTaTop ¢ 16 noptammn 10/100/1000
POCATOM Base-T n 4 kom6o-noptamu 100/1000Base-T/SFP
YpoBeHb Wwyma « 00b
Cucrtema BeHTUNAUMN « [laccmneHasn
Temnepatypa « Pabouyas: ot -5 o 50 °C

« XpaHeHus: ot -20 go 70 °C

BnaxHocTb « Mpw akcnnyaTaumm: ot 0% fo 95% 6e3 KoHAeHcaTa
o Mpw xpaHeHun: ot 0% fo 95% 6e3 KoHAeHcaTa

KomnnekT nocTtaBku

« KommyTtatop TTK-121-16/4-M

« Kabenb nutaHusa

« ®ukcaTop ons kabens nuTaHUs

o 2 KpenexHbIX KpOHLUTeNHa 411 YCTAaHOBKM B 19-10MMOBYIO CTOMKY
o 4 pe3nHOBble HOXKM

o KomnnekT gns MOHTaxa

« KpaTkoe pyKoBOACTBO MO yCTaHOBKe

NHpopmauna gna 3akasa

Moodesb OnucaHue
TrK-121-16/4-M HacTtpavBaemsliii L2 kommyTaTop ¢ 16 noptamu 10/100/1000Base-T 1 4 kom60-noptamum 100/1000Base-T/SFP

CoBMecTMMOe 060pyaoBaHMe

OM-712 SFP-TpaHcuBep ¢ 1 noptom 1000Base-T (go 100 m)

OM-310 SFP-TpaHcueep ¢ 1 noptom 1000Base-LX ans ogHoMogoBoro ontuyeckoro kabens (4o 10 km)

OM-311 SFP-TpaHcuBep ¢ 1 nopTom 1000Base-SX o MHOroMOA0BOMO oNTUYeckoro kabens (go 550 m)

OM-312 SFP-TpaHcuBep ¢ 1 noptom 1000Base-SX+ A5 MHOrOMOLOBOrO ONTMYECKOro Kabens (go 2 km)

OM-314 SFP-TpaHcueep ¢ 1 noptom 1000Base-LHX gns ogHoMogoBoro ontuyeckoro kabens (4o 50 km)

OM-315 SFP-TpaHcuBep ¢ 1 noptom 1000Base-ZX ons o4AHOMOLOBOro onTuyeckoro kabens (go 80 km)

OM-330npm WDM SFP-TpaHcueep ¢ 1 noptom 1000BASE-BX-U (Tx:1310 HM, Rx:1550 HM) A1 OQHOMOLOBOMO ONTMYECKOro Kabens
(mo 10 km)

OM-330npa WDM SFP-TpaHcueep ¢ 1 noptom 1000Base-BX-D (Tx:1550 HM, Rx:1310 HM) A1 OBHOMOA0BOIO ONTUYECKOro Kabens
(mo 10 km)

OM-331npm WDM SFP-TpaHcueep ¢ 1 noptom 1000BASE-BX-U (Tx:1310 HM, Rx:1550 HM) A1 OQHOMOLOBOMO ONTUYECKOro Kabens
(mo 40 km)

OM-331npa WDM SFP-TpaHcuBep ¢ 1 noptom T000BASE-BX-D (Tx:1550 HM, Rx:1310 HM) AN 0OGHOMOZLOBOMO ONTUYECKOro Kabens
(0o 40 km)

O6HossieHo 12.12.2022 Xapakmepucmuku mo2ym 6bimb UsmeHeHb! 6e3 yBeOoMIeHUs!.



